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e Entire application hosted at CACASA hosting facility.
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System Design Specification

The SDS will be the summary of the efforts of this Task, and will be the compendium of
decisions and progress made up to this point in the project. By the time the draft document is
submitted for review, much of the material will be familiar and endorsed by CACASA and your
representatives.

The functional components of the application are planned to include:
1. General Technical Specifications
- Database development protocols
- Coding standards
- Third-party tools
- Audit trail of data changes
- Documentation
2. Hosting and Security Protocols
- Password strength and expiration
- Access denial
- User/address logging
3. Development Protocols
- Development/Test/Review/Production environments
- Access during development
- County data storage
- Change control
4. Deployment Options
- CACASA-hosted
- County-hosted
- Variations
5. Reliability
- Uninterruptable power supplies (UPS)
- Backups, snapshots
- Version control
- Disaster recovery

- Performance goals (short-term, long-term)
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6. Hardware and Network Requirements
- CACASA hosting facility
- Recommendations for county installations
7. Software Requirements
- Purchase and maintenance
- Run-time tools
- Licensing requirements
8. Credentials
- Organizations
- User names and Passwords
- Roles/Permissions READ matrix (Read-only, Edit, Add new, Delete)
- GMSA API
- Inactive users
9. User Interface
- General Approach
- Patterns and Protocols
- Navigation
- Validation (client-side, server-side, database)
- Help link protocols
- User preferences, defaults
- Differences from existing systems
10. Import Data Management
- Individual and Business Licensees
- Pesticide Label Data
- Other datasets for lookup tables
11. Contact Management
- Definitions and Use
- Conflicts
- Name changes

- History
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12. Permit Component
- Use of steps/tabs/wizard for completion

Revise/Renew Permit

Prepare New Permit

Managed renewal process

GIS interface

Output
13. Notice of Intent Component
- Receipt and tracking
- Review and action
- Output
14. Pesticide Use Report Component
- Receipt and validation
- Reconciliation
- Output
15. GIS Mapping Component
- General navigation and controls
- GIS data management
- Image services
- Map services
- On-line editing
- ldentified State-wide resources (imagery, infrastructure, culture)
- Managing County-specific resources
- Minimizing rendering time
- Output (Generate, Save, Print map of permitted sites)
16. Search Functionality
- Search definitions
- Criteria

- Output

38



CACASA ENVIRON International Corp
Pesticide Permitting and Use Reporting October 16, 2009
Request for Proposal # 10

17. Data Migration Details

- Migrate from AgGIS

Migrate from RMMS

Migrate from others

- Document any data that will not be migrated

Set time frame for historic data to import

18. Future Enhancements

- Description and utility

- Time frame

Some of the tools and outputs that we will develop and review during the design, and include in
the SDS, include:

Conceptual database diagram(s)

Physical database model

Screen mockups

Mockups of Prototypes (“Mototypes™) for demonstration

Full prototypes for online review and evaluation by CACASA and County reviewers
User interaction diagram(s)

Data Flow Diagram(s)

Report mockups

Example map mockups

Preliminary Software and Hardware Configuration

There are three primary server components in the proposed PPUR system:

1. Web Server — the web server runs the ASP.NET application code and handles the

interactions with system users via an Internet (or Intranet) browser-based client. The
web server component also runs the DotNET code for the web services that implement
the GMSA API functions. Maps that are served by the ArcGIS Server component (see
below) are retrieved internally (within the firewalled DMZ) and presented through the
Web Server code — this ensures that appropriate security measures are enforced by the
application code for any user requesting geographic data.

Database Server — the database server stores the common CDPR data, the data for
each county, and shared GIS data. The server will be running Microsoft SQL Server
2008 and will host multiple databases in the same SQL Server instance. In particular,
the geodatabase used by ArcGIS Server via the Spatial Data Engine (SDE) will be
separated from the application database for performance and backup reasons.
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3. ArcGIS Server — the dynamic rendering of maps from the common and county-specific
GIS data is handled by the ArcGIS Server. This server also stores the RMP Site polygons
and attributes as Ag Staff create or modify RMPs, drawing the polygons directly on the
base maps via the browser-based interface or uploading polygon data from a shapefile
created offline. The ArcGIS server will be running the map services and the SDE
services that handle accessing data in the geodatabase stored on the Database Server.

In designing the hardware resources necessary to support the system, there are several
important goals that must be established:

Availability — how long can the system be “down” during any business day.

Performance — what is an acceptable timeframe for responding to user requests for data, data
submittals, and map requests.

Disaster Recovery — how quickly should the system be restored at an alternate location in the
event of a disaster at the primary hosting location.

Specific criteria for these goals will be established with CACASA and any County that desires to
host all or part of the application at their location. Our initial evaluation is that the application
should have relatively high availability with no more than 2 hours of downtime during a work
day; that the performance should be similar to high quality commercial sites for the web forms
portion of the application and that the map displays should take no more than 10 seconds to
render; and that disaster recovery should be accomplished within 5 business days of a complete
failure.

One variable which cannot be determined at this stage is how many counties will opt to use the
CACASA hosted option and how many will choose to host some or all of the application at their
location. This will have an impact on the server sizing to handle the anticipated user loads at
the CACASA hosting facility. Our initial estimate is based on the assumption that approximately
50 counties will use the CACASA hosted application, and that the 8 counties that host the
application locally will include some of the larger user bases (e.g., Santa Clara county). Based
on this assumption, we anticipate approximately 250 county agriculture division users will
access the CACASA hosted application on a regular basis.

To provide the level of availability desired for the system, we recommend that each component
of the system described above include automated load-balancing and/or failover features.
These features will be implemented as follows:

Web Server

Access to the web application (both for internal users and Internet users) will be fed through a
load-balancing/failover appliance (e.g., the Barracuda Load Balancer) that automatically
monitors web server loads and assigns incoming requests to the server with the lowest load.
The web application will be hosted on two separate but identical servers, with the ability to
easily add additional servers to increase the performance of the web application to meet
changing demand. If one or other of the web servers fails, the incoming traffic is automatically
routed to the remaining server(s) so the application remains available although performance
may be degraded until the failed server is repaired or replaced.
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The web application code for the CACASA PPUR system is relatively “lightweight”. There are no
complex computations to be performed by the user interface code — the most expensive
operation to be performed (computationally speaking) will be the display of large datasets.
ENVIRON will optimize the web application code so that each individual request and response
cycle is very lightweight and fast. Furthermore, to support the load balancing feature of the
proposed solution, the Session data for each user logged in to the system will be managed in
the SQL Server database as well, meaning that the memory requirements for each concurrent
user are minimized. This is required since the web application cannot guarantee which web
server will handle a particular request — if the user’s session data (information used to track the
user’s work in progress) is stored within the web server memory, then it would not be available
if the user’'s next request were to be routed to a different server. By moving the session data to
the database server, every web server in the web farm will have access to the current session
state for every user.

Based on this design, the web server hardware does not need to be overly powerful. The
processors and memory for the servers must be sized to handle the anticipated number of
concurrent users, and the local storage must be configured to hold the application code and
local disk backups. With the network-based load balancer in place, it is generally more cost-
effective to implement several small web servers that fewer more powerful servers. This makes
replacement of a failed server faster and less expensive while still providing excellent
performance and scalability.

Database Server

Since the database servers drive most of the other application components, the availability of
the database data is of paramount importance. ENVIRON proposes that the database server for
the CACASA PPUR application will be Microsoft SQL Server 2008 and will implement the new
database mirroring failover mode. This means that the actual data files are stored on two
servers, and data are automatically replicated among the servers in the farm. When the web
application or the GIS server requests data from the database farm, the request is handled by
the primary server in the farm — if the primary server fails, the farm will automatically serve the
data from the mirror server until the failed server is repaired or replaced. Furthermore, if a
data page (individual “chunk” of data) is corrupted on the primary server, the farm will
automatically retrieve a fresh copy of the data page from the mirror server to replace the
corrupted primary server data page.

With respect to database performance, it is well-documented by Microsoft and independent
analysts that SQL Server performance is best achieved by “scaling up” instead of “scaling out”.
Scaling up refers to adding more processors and memory to a single server instance, whereas
scaling out refers to adding additional nodes to a load-balanced instance. Federating database
data to multiple independent servers is most appropriate for partitioned read-only data access
for analytical processing or reporting. A transactional database where new data must be
immediately available for querying and reporting is best optimized by adding resources on the
single instance server. SQL Server 2008 is capable of utilizing significant hardware resources
including 64-bit multi-core multi-processor systems with up to 64 GB of RAM.

The other important configuration issue for the database server is the provisioning of disk
space. Input/Output (1/0) bottlenecks are commonly responsible for many database
performance shortfalls. The solution is to provide an appropriate RAID solution that uses
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multiple physical disks and multiple disk controllers — this provides data security (in the event
one disk fails, the RAID array will not fail and the problem disk can be replaced) as well as
performance (multiple data read or write operations can be handled simultaneously through the
use of multiple controllers and multiple physical disks since the operations will often be handled
by separate controllers and/or disks). ENVIRON has had excellent success with iSCSI disk
arrays — these are external Storage Area Network (SAN) devices that are connected to the
database server using a dedicated Ethernet network and switch. The iSCSI storage units are
substantially less expensive than similar fiber-optical units and offer comparable performance.
Using an external SAN unit also overcomes the inherent limitations of any given server chassis
where only a certain number of fixed disks can be installed — most iSCSI units allow the addition
of slave arrays so expanding available disk space is very easily accomplished.

For the initial setup of the SAN unit, ENVIRON is proposing 2TB of primary data storage in a
RAIDS array, which must include the CDPR data, County-specific data for all counties who
select the CACASA hosted solution, and the shared GIS data for those counties. In addition, the
SAN unit will be configured with 2 additional RAID5 arrays (300GB each) which will hold the
temporary database and logging files, respectively. Separating these storage areas to different
arrays can significantly improve database performance.

ArcGIS Server

ENVIRON is proposing to use ESRI ArcGIS Server 9.3.1, Enterprise Standard Edition. This
edition provides all of the functionality required to support the display of map information and
the online creation and editing of RMP Site features and attributes. The Enterprise edition of
ArcGIS server includes the Spatial Data Engine (SDE) configured to use a workgroup
geodatabase (SQL Server). That means that all of the data required to dynamically render
maps according to the options set by the user are stored in a highly optimized SQL Server
geodatabase (as opposed to being stored in an Access file, or in individual shapefiles and image
files on the server hard drives). The resources of the ArcGIS server are completely dedicated to
the fast rendering of the requested imagery, while the selection and filtering of the data for the
specific area and layers of interest is handled by the database server.

One important issue that will need to be resolved during the design phase of the project is
whether the map services have the same level of uptime requirement as the web application.
The majority of the activity on the web application will be the entry and review of PURs and
NOIs — the use of the web maps for the creation, renewal, or modification of RMPs will be a
lower-volume activity. ENVIRON can envision humerous other uses for the web maps outside
this basic requirement, but we are not certain whether the maps will be considered as critical in
terms of availability as the other web application functions.

This issue will define which of three options will be implemented for the ArcGIS servers:

1. Fully automated load balancing and failover — two separate servers are configured with
active ArcGIS Server licenses. Load-balancing and failover are handled by specifying
both servers in the web application configuration and allowing the runtime connection
manager to implement a round-robin connection scheme. This option provides both
high availability and performance enhancement, but required the purchase of two full
ArcGIS Server licenses and associated hardware.

42



CACASA ENVIRON International Corp
Pesticide Permitting and Use Reporting October 16, 2009
Request for Proposal # 10

2. Standby server — only one ArcGIS server is active. The second server is installed and
configured, but is not accessible online unless the primary server fails. The switch to
the standby server is handled through the web application global configuration function.
This results in high availability, but does not offer any performance enhancement over a
single server solution. Additional hardware must be purchased and installed, but there
is no additional ESRI licensing cost.

3. Single server — if the availability of the ArcGIS server is not considered critical, a single
server solution can be employed. This results in lower initial costs for the solution, but if
the ArcGIS server fails the map services will be unavailable until the server can be
repaired or replaced. Depending on the service contract with the hosting facility or the
hardware vendor, this may be as short as one business day or as long as several weeks.

The selected configuration can be modified at any time as the demands on the map servers
change. ENVIRON will build the necessary configuration parameters into the web application
code so that failover and round-robin load balancing can be implemented without any additional
programming.

ENVIRON is assuming that the map server will not serve local high-resolution imagery for the
counties. For the intended purposes of the map services, standard resolution imagery available
online from ESRI will be sufficient for inspectors to identify RMP Sites and locate nearby
features such as schools, day care centers, etc. Serving a large volume of high-resolution
imagery locally can be accomplished by adding the ArcGIS Image Server Extension and
adequate disk space to the map server configuration.

The following figure shows the proposed hardware configuration for the CACASA hosting
facility. For counties that decide to host some or all of the application functionality locally, their
hardware requirements will be similar for the included components (e.g., they will not require
the map servers and ArcGIS licenses if they do not host the map servers); however, for each
component they will likely require less powerful servers. The hardware components and
software licensing are also summarized in the ensuing table.
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Hardware Components and Software Licensing Summary

Firewall and Web Server Load Balancer
Barracuda Web Firewall 460 with Load Balancing or equivalent

1 Year Energizer Updates for Web Application Firewall 460

Web Servers
Dell PowerEdge R410 or equivalent
Windows Server 2008 R2 Standard Edition
Dual quad-core Xeon E5502 processors
4GB RAM
3 250GB 7.2k SATA drives - RAID5 configuration
Redundant 500W power supplies

3-Year Pro Support with Next Business Day Onsite Service

Map Server
Dell PowerEdge R410 or equivalent
Windows Server 2008 R2 Standard Edition x64
Single quad-core Xeon E5540 processor
16GB RAM
2 146GB 10k SAS drives - RAID1 configuration
4 146GB 15k SAS drives - RAID5 configuration
Redundant 500W power supplies

3-Year Pro Support with Next Business Day Onsite Service

ArcGIS Enterprise Standard License, 4 processor cores

Database Servers
Dell PowerEdge R410 or equivalent
Windows Server 2008 R2 Standard Edition x64
Dual quad-core Xeon E5540 processors
16GB RAM
3 146GB 15k SAS drives - RAID5 configuration
Redundant 500W power supplies

3-Year Pro Support with Next Business Day Onsite Service
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Dell MD3000i iSCSI Storage Array

Two dual-port iSCSI controllers

License key for Snapshot and Virtual Disk Copy

6 146GB 15k SAS drives (2 RAID5 arrays for temp db and logging)

9 300GB 15k SAS drives (1 RAID5 array for 2TB primary data storage plus hot-spare)
3-Year Pro Mission Critical Support with 4hr 24x7 onsite support

Microsoft SQL Server 2008 Standard Edition Processor License

Data Backup
SQL Server automated backups with rolling 2-hour log exports, 6-hour incremental
backups and daily full backups.
Managed daily disk-to-disk backups on two-week alternating cycle.

Daily offsite backups.

Uninterruptible Power Supplies
Rack-mount UPS units capable of running full hardware complement for
minimum of 20 minutes.

Facility backup power for outages longer than 20 minutes.

Rack Hardware

Full server rack.

Miscellaneous Items

Switches, cabling, etc.
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Additional SRS Content

ENVIRON has reviewed the SRS document prepared by GeographlT and has found it to be very
comprehensive and instructive on how to develop the PPUR for CACASA and the CACs. Rather
than add to it at this time, ENVIRON will continue to consult the document during the design
task, updating and revising the SRS in an ongoing manner. We will consult with CACASA'’s
representatives during the project for clarification and more detail as needed. As we go
through the design and development we will periodically present CACASA with items that we
propose to change or interpret differently, and will look for timely responses to our requests.

Deliverables for this and all other tasks have been listed, along with proposed milestone dates,
in Section 2.3 of this proposal, and to avoid confiict are not repeated here.
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2.4 System Acceptance Test Plan

The new PPUR system will enable Pesticide Permitting and Use
Reporting for all of the 58 California Counties. The application will be
located at a CACASA secure web hosting, as well as alternately on
county servers.

This Acceptance Test Plan (ATP) outlines the procedures for evaluation
of the completed application relative to the established requirements
for the application and the performance of the application within the
planned production environment (software, hardware, network, and
user computers). By extension, this Plan will also be used as a preliminary guide for evaluating
progress of the application as it approaches the Acceptance Test, both within the development
and test environments prior to production.

Example ATP Contents

The following is a listing of contents of an example ENVIRON ATP:

1. Objectives

2. Description of Test Approach

3. Test Specification

Test Environment

User selection

Timing

Responsibilities

Reporting

4. Requirements Evaluation

1. System Requirements

2. Functional Requirements

3. Reporting Requirements

Use Case Evaluations

Comparison Testing with RMMS and AgGIS
Problem Resolution

Re-testing and Regression Testing

a s wbdE

© N o v

ATP Preparation Steps

The steps to preparing a draft ATP include:

1. Develop a written test specification

Summarize the requirements from the SDS in a tabular, measureable format
Develop sufficient Use Cases to evaluate the performance

Arrange for a suitable test environment, with existing applications in operation
Submit and review the draft ATP with CACASA and its representatives

a s b
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The application in development can be run against the ATP at a number of points in the
development; the earlier the better, to detect issues early on so they can be addressed before
more development and testing occur, but all of the functionality and hosting facility components
may not be available until later. ENVIRON maintains a hosting facility, with the test
environment open to validated users, that has a configuration very similar to that planned for
the CACASA PPUR, and results are expected to be comparable.

Deliverables for this and all other tasks have been listed, along with proposed milestone dates,
in Section 2.3 of this proposal, and to avoid confiict are not repeated here.
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2.5 Coding, Testing, and Source Code Documentation

General Development Approach

ENVIRON employs a unique development style that blends traditional
software project management techniques with Agile programming and
Rapid Application Development approaches. Many software projects
either take too long or fail completely because the developers and the
stakeholders are not sufficiently engaged in guiding the development
effort after publishing the initial system requirements specification.
The developers complete the work to that set of requirements and fail
to seek feedback and mid-course corrections until the final product is
delivered. Upon delivery, the stakeholders learn more about the
software capabilities and how they work with the desired data flows, and inevitably there are
changes required (sometimes very significant changes).

L. 4

In our experience, we and our customers jointly develop a far better understanding of how the
software will support the intended workflows as the product develops and matures. We
develop a deeper understanding of our customer, and they develop a deeper understanding of
the software capabilities and limitations. Our approach is to allow for this process in our
development work by establishing performance goals at the outset, but letting the specific
implementation details emerge over the course of the development project.

We employ an “Incremental-Iterative” coding approach as illustrated below:

Incremental ’ ' '
Iterative ' | ' — ’

Incremental/
Iterative ' ' '

Initial Second Step Third Step Final

In the Incremental approach, each “module” must be fully complete, tested, and deployed
before the development of the next module may begin. The Iterative approach, in contrast,
requires that all modules in the system remain at the same development level (alpha test, beta
test, version 1.0, etc). Our blended approach allows us to complete and deploy portions of the
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application while other modules are still in the early stages. This empowers two important
features:

1. The systems can be deployed to production in phases, providing accelerated schedules
for critical components; and

2. Our customers can enjoy frequent reviews and mid-course corrections on a module-by-
module basis without holding up ongoing development on other portions of the overall
solution.

By following this development philosophy, we are able to engage our project stakeholders to a
significantly higher degree which results in better budget and schedule performance, and a final
product that successfully meets the needs of the user populations, even as those needs develop
over time.

Technologies and Tools

ENVIRON proposes to develop the CACASA PPUR using the following primary development
environments/languages:

e Microsoft DotNET Framework Version 3.5

e Microsoft Visual Studio 2008

e C# Programming Language

e ASP.NET Framework for the Web Application
e DotNET Web Services

The application will be developed using the “n-tier” model where the application code is split
into separate layers. The Data Access Layer handles all database interaction including
transaction control and audit logging. The Business Logic Layer implements business rules for
data access, while the User Interface Layer is responsible for rendering the HTML code for the
user’'s browser. This time-tested approach is accepted in the industry as the most effective
model for web application development.

In addition to the C# code described above, the application will utilize T-SQL, the stored
procedure programming language for the Microsoft SQL Server database. Stored procedures
are particularly important for optimizing complex queries and executing batch processes where
large numbers of transactions will occur. Note that our Code Documentation Standards and
Source Code Control Procedures apply equally to C# code and T-SQL code.

For scheduled jobs that are not part of the user interface (e.g., scheduled overnight downloads
of CDPR data), ENVIRON will develop console applications that can be scheduled using the
Windows Task Scheduler. These applications can perform a number of useful background or
scheduled processing tasks (e.g., sending daily reminder emails) and can be configured to log
to the Windows Application Event Log or to the application database for review by the
application administrator.
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In addition to the standard Microsoft DotNET libraries, ENVIRON will be using three third-party
component libraries/APIs:

e The RAD Controls Suite from Telerik. This is a user interface component library for
Windows desktop and web applications that offers enormous functionality and usability
improvements over the standard Microsoft components. Features such as built-in data
grid filtering, column sizing and ordering, and “Google-like” quick-search dropdown
menus make the user browser experience far richer and more like a Windows desktop
application. The suite of controls also includes advanced reporting tools for generating
print-ready PDF files with embedded images and HTML formatted text (a shortcoming of
the Microsoft reporting API). ENVIRON already has developer licenses for the Telerik
suite with unlimited royalty-free runtime distribution — CACASA will not need to purchase
a Telerik license to support the application.

e The GemBox.Spreadsheet component from GemBox Software. This component allows
DotNET code to read and write Microsoft Excel 2003 and 2007 files in native format with
full formatting and cell formula capabilities. We have used this tool in numerous
applications to enhance the electronic exports and to provide fully-functional Excel
workbooks as system output. ENVIRON already has developer licenses for the
GemBox.Spreadsheet component with unlimited royalty-free runtime distribution —
CACASA will not need to purchase a GemBox license to support the application.

e The ESRI DotNET Web Application Development Framwork (ADF). Integrating ArcGIS
server maps into the DotNET web application requires the use of this software library.
The ADF is included with the ArcGIS server license.

For source code control, we use the SourceGear Vault source control system. Vault integrates
into Visual Studio seamlessly and provides robust and reliable source code control. All revisions
to code files are maintained in a SQL Server database, including code files, resource files,
database creation scripts, stored procedure code, images, configuration files, etc. One area
where Vault excels is in the management of code branches — over time, new enhancements
may be added to the PPUR application — new versions can be created in code branches so that
maintenance fixes can continue to be added to the current version and automatically merged
into new versions under development. Our coding standards require that developers provide
clear “check-in” comments so that the full history of changes to any application resource can be
easily tracked and reported.

Testing
Our software testing program will include four phases of software testing:

1. Development Phase — during development, our staff adhere to three specific testing
protocols: first, all coding tasks undergo “unit testing” to ensure that they meet the
requirements specified in the Gemini work package; second, new code is “integration
tested” when it is checked in to the source control system to ensure that it interacts
correctly with the existing code base; and third each minor-version group of code
updates is deployed to the test server for user testing to ensure that the requirements
and resulting functionality adequately meets the real-world needs of the users.
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2. Beta Testing Phase (Pre-Field Test) — this testing phase is a formalized end-to-end test
of the system functionality, and is conducted according to a prepared test plan. The
test plan reflects the system requirements specification, and is written to guide the beta
test user group in evaluating the performance of the application against the design
criteria. Two types of issues are identified in the beta testing period: 1) required
changes which are items where the beta test application code fails to implement or
incorrectly implements the design requirements; and 2) feature requests which are
items where the application design failed to properly capture the user needs, or new
desires are identified which are not in the original design scope. Items that fall into
category 1 are remedied prior to the final user acceptance testing. Items in category 2
may be added to the scope for the final delivery, or may be deferred for a future
enhancement project.

3. User Acceptance Testing — this phase of testing identifies any issues to be remedied or
added to the enhancements list prior to the final acceptance of the software for
production use. The user testing group for this phase of testing may be smaller than
the beta test group if few or no new features were added during the beta test period —
in this case, the main purpose of the testing is to verify that all issues identified in the
beta testing period were adequately resolved.

Following successful completion of the User Acceptance Testing phase, ENVIRON will proceed
to the production installation and transition of Counties to the new system.

For the internal testing phases, Environ proposes to use Telerik’'s WebUI Test Studio to perform
automated web application tests. WebUI Test Studio is a platform that is specialized in testing
ASP.NET AJAX and Silverlight applications. WebUI Test Studio supports testing against most
major browsers (IE 7+, Firefox 2+, Safari for Windows 3+) with future plans to support
Chrome. WebUI Test Studio offers data driven tests as well as AJAX/ Javascript testing. Load
testing is also supported by WebUI Test Studio and can be auto-generated on demand from
previously recorded tests.

Additionally, Environ will use CruiseControl.NET (CC.NET) as an automated Continuous
Integration server. CC.NET will monitor the version control system for changes, then
automatically run the build which will include the test suite developed with WebUI Test Studio.
CC.NET will notify developers of any problems in the code base or test failures.

Telerik WebUI and CC.NET support the following automated testing features:

o Web application functionality testing
e Tests can be run against:
o Internet Explorer (7.x, 8.x)+
o FireFox (2.x,3.x)+
o0 Safari for Windows (3.x,4.x)+ (planned for Q3 2009)
o Data driven testing with predefined request/response scenarios
e Ajax/Javascript testing
e Stress/Load testing

e Numerous other unit and integration tests designed to identify coding errors and
inefficiencies
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Change Tracking

ENVIRON uses a commercial feature tracking system from CounterSoft Software called Gemini
(http://www.countersoft.com). We use the Gemini system to enter and track system
requirements and feature requests, enhancements, and bugs. Each system requirement is
broken down to specific coding tasks which are entered into Gemini along with a description of
the requirement. Often, an excerpt from the requirements document is extracted and attached
directly to the task description. Each feature is assigned to a release number (0.1, 0.2, ..., 0.99,
1.0, etc) and completion of the work packages is tracked toward completion and rollout of a
specific version. Gemini includes a time tracking utility that installs on the developers
workstations to track work hours by specific Gemini task number, and allows resource loading
of the feature set for a rollout version to track progress and compare against budget.

Issues Gantt My Work Reports

Issues 1-12 out of 12 (Page | 1 of 1) Excel Print Friendly Print Friendly (Full) &Y
Issue Type Priority Sewerity Component Summary Status Resolution Actions
TANKS-1112 -7 ] i, Fee Module Invoice Additions a}y Assigned | Unresolved L.:u;.':'x
TAMKS-1097 A D Data Entry Formns Cornplianice Categary Filter & Assigned  Unresolved L.:\;&"X
B 3] 4 Form Letters All Letters & Assigned  Defemrsd O
LA 4 Dats Entry Forms Remediation Information @ pssignea  Defered  [3EX
L 7] f Form Letbers Mew Letters .a?o Assigned Defemrsd LL: \;,'-'X
-] ] il Data Entry Forms Testing Results .ﬁk Assigned  Defersd L.:\;}"X
L3 3] 4.  Dats Entry Forms AST Upgrades & Assigned  Defemed P R
TANKS-1058 I:,- ] Farms Users & Assigned  Defersd (T 2
TANKS-105 B 3] Msmes and Addresses  Change of Ownership & pssigneg  Defered AE>x
Y 3] A Namesand Addresses  OWNErs & Asigned  Defered pEE{C 1S
- ] Dsta Entry Forms Minor Fixes or Admin time & Assigned  Unresolved ECS
TANKS-B48 -8 2] + Fee Meodule Activity Reports for Indians/Mon-Indians .;za Assigned  Unrasolved L.:JX
Batch Update Bulk Move Customize Reset

Example Gemini Issue Management Screen

As the application nears the beta testing phase, we will open the Gemini project to CACASA and
the designated County stakeholders. During the early prototype testing and the formal user
testing phases, ENVIRON will use the Gemini inputs to track bugs and separate out other items
as enhancements or new feature requests.

Code Documentation

ENVIRON'’s developer guidelines cover code documentation in detail. Our standard code
comment policies are designed to allow any developer with DotNET programming experience to
quickly step in to a new project and become productive in a short period of time. Not
surprisingly, the same approach yields excellent results for the code we deliver to clients who
may have internal resources or other contractors who need to make changes or enhancements
to the code.

Our guidelines cover code comments as well as other important readability and consistency
issues, such as code blocking (regions in Visual Studio), use of blank lines (consistent use
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contributes greatly to readability), use of braces and parentheses, and code atomicity (i.e.,
when to break code out into separate methods, when to move methods to a utility class, etc).
We also have class and variable naming conventions that rely on mnemonic naming to produce
“human-readable” code. Given the IntelliSense features of Visual Studio, it is unnecessary to
prefix variable names with data type abbreviations since the data types are available as you
type, and the compiler implements strict type checking. Similarly, we have strict variable
scoping rules and have eliminated the “scope” prefix abbreviations common in older Microsoft
coding guidelines (variables must use “just-in-time” scoping, meaning that they must be scoped
at the lowest possible level for their actual usage). The result is code that is far easier to
understand and read without sacrificing the ability for the developer to quickly see variable type
and scope during the coding process.

An excerpt from our code commenting standards is as follows:

5. Code Comments

o

Comment blocks provide narrative descriptions of what the ensuing code is intended
to do.

Must have comment block for any utility method or substantial code block.
Must explain any “non-standard” coding.
Write the comments BEFORE the code, then update them (*as-built™).

Inline comments must be used to explain hard-to-read code (e.g., long multi-clause
if statements).

Don't write prosaic comments — they are for other programmers.

g. Remove commented code when you are done testing! If the code needs to remain
for future use, put it in a commented region.

® oo T

Note that all of these standards, policies, and guidelines also apply to T-SQL code used in
stored procedures.

In addition to inline code comments, ENVIRON will provide CACASA with two supplemental
items:

1. Class Map — this document shows the implementing classes for all of the user
interface functions, business rules, and data access components. It is an invaluable
resource to any developer trying to trace the execution of a specific
request/response cycle.

2. Visual Studio Solution Files — we will provide a complete archive of the Visual Studio
archive so that any new developers wishing to work on the code, or to simply review
the code execution in debug mode, can get a jump start working with the solution in
Visual Studio 2008.

Deliverables for this and all other tasks have been listed, along with proposed milestone dates,
in Section 2.3 of this proposal, and to avoid confiict are not repeated here.

55



CACASA
Pesticide Permitting and Use Reporting
Request for Proposal # 10

2.6 System Documentation and Online User Help

ENVIRON International Corp
October 16, 2009

Since much of the Online User Help and Training materials will be
available within the application (and likely page and context-sensitive),
ENVIRON will design those components of the Documentation and
Online User Help during the design task. That said in this section we
present a variety of options and approaches so that CACASA and the
representatives can fully evaluate the kinds of options that ENVIRON is
prepared to implement.

Technical Reference Documentation

These types of information will be prepared in text/memo format, and supplied to the CAC
System Administrators and our own integration staff in advance of final system testing. They
will be available in an on-line Document Library at the CACASA secure hosting facility, as well as
supplied in pdf format to the CACs. Example documentation, in a similar on-line reference site,
looks like this:

Colyfelp:

L—PROJECT.COLLABORATION

= VWDEQ Database

[#-(Z3 Phase II (25)

-- T3 Fhase 111 (17)

[=}-4=5 Deliverables (15)

#--{Z] Draft - Internal (4)
-3 Draft - Client (4)

----- 3 FileImporter (1)

-] ReportSubscriptions (1)
----- 3 ActionTrackEmailer (1)
--(Z7] Development Files {2)
----- T Fixes (2)

[Zl-=3 Design (1)

------ 3 WYDEQ Changes (0)

------ (£33 Phase 11 Design (1)
143 Documentation (31)
--Z70ld (14)

""" ]

----- (£ Phase III (1)

{3 WDEQ ActionTrack Data (0)
[l Training (&)

“[CJ0ct 2005 (3)

(27 Jul 2006 (1)

Ll Te | FileName

1 LA 01 Classic Application Conversion
[] L2 02 Production Conversion

[] L2 03 WDEQ Server Screenshots
[ L2 04 ArcIMS Facility Database
[] L7 05 Mapping Companents

1 #| 06 Related Software

[] .7 08 Application Maintenance
1 L2 09 Software Re-installation
1 L2 10 Report Management

1 LA 11 Example Database Views
] L2l 12 Document Impart Utility
] L2 13 Configuration Files

[ L2l 14 Tickler

01 Classic Application Conversion.doc
02 Production Conversion.doc

03 WDEQ Server Screenshots.doc
04 ArcIMS Facility Database.doc
05 Mapping Components.doc

06 Related Software.doc

07 Docurment Templates.«ls

08 Application Maintenance.doc
09 Software Re-installation.doc
10 Report Management.doc

11 Example Database Views.doc
12 Document Import Utility.doc

13 Configuration Files.doc

14 Tickler.doc

erd_20061005.pdf

As these may be revised over time, CAC administrators are instructed to always refer to the
project website so they can be sure to access the current version.
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Online User Help System Options

Several options are available to supply online “self-help” to application users. During the
design, an approach will be developed considering the frequency of user access, turnoverin
user population, capabilities of the users in terms of skill and knowledge, and the commitment
of the user group to learn, use, and embrace a new application. Some examples are shown
below:

Tool Tips on Mouse-over Praject Home

Project Mame: | |Changeorama

Tool tips are a part of web page

i . Project Type: |INSPEC‘I’ION
programming, and are useful to remind

. Cat /i ||[Ch One._. s
users of data entry requirements. aregon: | [Choose Ore-.]
They are helpful for large pages that e~
have fields that are infrequently used. Fac| Companies from QuickPicks.
. . Required if the Projectis ata
These tool tips are stored in a Related Compl{Facility. Hint: if you select a
database, so that they can be edited . = LS
elated Communicat) automatically be populated.

without updating the application code.

Sometimes we use a ki to draw
attention to where a Tool Tip can be Description:
found.

Assign To: || environ_admin hd

Testing change of dates

More Info Pop-ups

Sometimes, more information is needed The ISRAP provides users with a variety of possible

to help a user decide how to proceed. monitoring tools to address a given monitoring need. Not
. . s . all tools are best suited for all monitoring scenarios, and it
A popup WII’]dOW, t”ggered by C“Ckmg is possible that other tools not listed for a given need in

i i i the ISRAP may be useful. Users should apply knowledge of
an icon, 1s a QOOd way to prOVIde more the site, overall monitoring objectives, stakeholder

information than in a Tool Tip. concerns, remedial action objectives, consideration of

; tools used for prior site characterization or monitoring
Sometimes these can be used to activities, plus the information provided in the ISRAP to

describe the available controls on an explore possible tools. Ultimately, the ISRAP provides
. guidance for obtaining more information in selection of a
entire web page. monitoring tool. Selection of the tool must be made while

On-Screen Definitions

Sometimes, at the expense of screen “real estate,” it is a good idea to provide complete on-
screen descriptions of the contents of a data entry field. This approach is very successful for
infrequent use

and/or many new Faciity Activity Uity and Water Use Click in field

employee users. Enter hotel ity use on this panel.
Amount Used: 3 Notes: [rast Electricity: The amount of electricity used in kWh.
Natural Gas: The amount of natural gas used in m>.

. Fuel 0il: The amount of fuel oil (kerosene, heating oil, etc.)
Cost: € used in liters.
LPG: The amount of propane used in liters
From Water: The amount of water used in liters.
Amount Used: Enter the amount of energy or water used in the
e R R (i appropriate units.

S M T W T F S|/[S M T W T F S Cost: Enter the cost in euros.

in this area.
From / To: Select the beginning and the end date for this

s 2% 2 3 H |g hllg hted utility bill
Description
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Frequently-Asked Questions (FAQSs)

These are helpful for FAQs
users that are
committed and What is Vision?

inquisitive for more How are DIF TEQs calculated?
details about how and

Expand All

Unless otherwise indicated, TEQs are calculated using the WHQ 2005 mammalian TEFs. For non-

H H defecls, a surrogate concentration of }2 the detection limit is used. ETEQSs are calculated using the same
Why an appllcat_lon TEFs but the calculations are based on a subset of 5 of the 17 congeners and some additional
works the way it does. multipliers to provide an estimate of the D/F TEQ.
Populated and What D/F TEQ concentrations are shown on the maps?

maintained by an
Administrator, the
FAQs can be built over

time as similar issues come up. More elaborate sites have searching on a number of criteria, if
the FAQs include metadata.

Where can | learn more about how to use the three dimensional maps?

Why aren't layers in the 3D maps behaving properly?

Linked User Guide

For comprehensive user assistance, a complete user guide can be published onlin, accessible

from any application page. Links in the user guide (published as an HTML webpage) open the
guide to the correct section for the page clicked.

= | - | 24 . | User Name: environ_admin
Wyoming Department of Environmental Quality - ActionTrack Logout
i e e The Work Drives the Da: . »

ActionTrack Home

{= Wyoming Department of Environmental Quality - Windows Internet Explorer
Log Communication | 7
Log Complaint st

Mew Project Fle Edt View Favorites Tools  Help

L B | & http:ffapps.environdenver comjactiontrack_devihelpjAction TrackHelp. hemaActionTrackHomePageHELP

f'.f & ‘i;"WyomingDepartmentoFEnvironmentalQuahty | i

L B .
% c B - dh v [Ehpage -
Map View &= : s

= @)l This website wants ta run the following add-on: '2007 Micrasaft Office component, licrosoft Corporation’, IF you trust the website and the add-on and wantk to allow it to run, click here. ..
Find Project By Namj = _
I ActionTrack Home Page HELP!

Find Project El_\} Comll View Project Details:
Find Project By Facill

| » (Clicking "Add New Project” above the Current Project data grid or Add New Project from the Main Menu wil also take you to a Project Home Page, which is ready for
about the new project.

s (lick Select for the Project that you are interested in, which wil take you to the Project Home Page.

Find Project By File
|.

Search Facilities

Note that you can sort the records in the Project data grid by clicking on the colimn tite, causing the Projects to be sorted in ascending order. Clicking again wil reverse ti
order to descendng.

Training Material Content

Application Training can be accomplished in a number of ways, just like Online Help, and should
be matched to the expected requirements and capabilities of the various groups of users.
Training is made up of a number of components:

1. Application Overview: a general familiarity session for general orientation

2. Detailed Component Training: walk-throughs of the application, explaining the key
functions to accomplish the desired outcome

3. Hands-on Exercises: An important part of any training, either in a computer training
setting or using laptops and a wireless network in a conference room

4. Evaluation: for SCORM-compliant training, quizzes are critical
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All of the training materials should be available as hard-copy references (for take-away
purposes) and electronically for download from an organizations website or server. After the
formal training to get a new group of users up to speed, additional training can be used to:

e Introduce new users
e Serve as refreshers for trained users
e Provide more information on particular topics

Short “How-to” guides (three or four pages) can be prepared to provide more detail on
particular area, and can be linked to open from a “More Info” button on an application page.
For particularly involved screens, such as for inspection documentation or permit preparation,
an on-screen animation lesson helps users, new and experienced, hone their skills.

High-Level System Overview

These are similar to the Application Overview presentation described above, but have more of a
management approach that highlights necessary user skills, organizational approaches, and
managed outcomes. Often prepared in PowerPoint slide format, a two-sided overview
combining text and screen shots is always a good option as well. For PowerPoint slides,
ENVIRON has found it very important to include sufficient annotation on screen shots, as the
presentation will likely be “recycled” to other managers. Without the annotation “hints” a
manager may be at a loss to remember and/or explain some of the subtle details of the
application. Here is an example of an annotated screen shot within a high-level overview
presentation:

Search

Wihehcomses amacglegor
Riclec Admin

WT logo and IMS slogan

PROJECT INFO DATA MATERIALS LIBRARY LINKS CLOBSARY & ACRONYMS Fiads

Yateriront Toronts, a5 part of fs mandate b5 revitakee Toronte's waterhonl, is seeking
15 PELRIN B EORSUNEN 1 B55I81 Wil This Justenabie and rEapoeaibhe Minbpement of
S0l and Qroundwater wathin Tre Designated Walerront Area (DWAL Critcal i the
management of B $oil within e DA is e conteptThial soil is 3 resowoe 1o be

Rotating reused and recyched rather Than 3 waste ko be endscriminalel Sspesed of The reuse Static
= o il WitNIN T8 1aNcS 15 B Balanding Bet AR Neguines Caneful consideragan and
E documariabion 1o ansure Tl supply of roess $085 is malched with e 5ol quantly Program
Project and quality Semands imposed by Sling and grading schhibes. The supply and =
placemant of 30l will huriher require docurmentaion i endure consisiency with T Description
| mages FRQUIrRTHRes. of e ORams Ministy of the Emiranments Bl pokces. 35 well 35 the p -
= requirsments of Ontario Regulabon 15304 25 Ty pestain o S Hing of Recond of Site
{ ; Condiians io slow for the redevelopmant of fsrmar industrial lands for resissrtal snd
| change = PAIANG UgEs
each Trebt i S5p4CIed B3 B 3 N6l ScE55 Of 5015 il will By genarate rom residentisl
. - eveloprnent in the West Don Lands and East Bayiront hese excess solls will be
reire Sh; requited fof Graging and cApeing acives within e Po Lands, inclesing ihe

MNews items

Pn"1 Elp & 11202008 ssue Regquest for Cuslications & SMR009 ENVIRON Presentabon 1o
WATERFRONTomnlo chedubed for 10 am
List
e
(scroll)

wkOpmanl Pans \_

Hote: THiS is & conbaental wib portl, urdueTiodined J00853 |5 Stidly prohibitied. Connadions: are 16gged
Suggestiona?

Disclaimer/ Limitations
email webmaster link
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System Documentation Outline Report

This report will be prepared shortly after the SDS is completed so that it captures the collective
thinking of the team with respect to desirable System Documentation and Online User Help.
The report will cover all of the above sections (Technical Documentation, Online User Help,
Training Material Content, and High-level Overview Presentations). An outline format will be
used, again with screen-shot examples of recommended items.

Deliverables for this and all other tasks have been listed, along with proposed milestone dates,
in Section 2.3 of this proposal, and to avoid confiict are not repeated here.
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2.7 Implementation/Transition Plan

Most of the effort involved in the CACASA PPUR effort will be expended &

in the implementation and transition phase, and it will be the most y
challenging. The 58 CACs have significant authority and responsibility ——
in the CDPR scheme, and counties have invested a lot of resources in

their present systems. ENVIRON and CACASA should expect a certain

reluctance to change, even when the new approach is obviously

superior to the status quo. Part of preparation will be to anticipate 5
users observations that the new tool works differently than the old,

and that in itself will be sufficient to extent the transition on an

individual and perhaps organizational level.

Data Collection

Beginning with the SDS, ENVIRON will develop a feel for the combination of features and
performance that counties need for successful implementation. While every county is unique,
58 different solutions are unacceptable — much worse than the status quo. In Section 2.3, we
have developed four preliminary deployment options. The components and software are
identical — they only differ in the location of components (and underlying data) and their
configuration. CACASA should resist the temptation to deplore more options than absolutely
necessary; ENVIRON will assist you in meeting this goal.

In order to build upon the information collected in the Phase | and Phase Il Reports and in the
SRS, ENVIRON will develop summary materials to support an outreach effort to help the CACs
decide on the option that best suits their needs. CACASA will need to take the lead in this effort
to contact the counties and solicit input. Prior to contacting all 58 organizations, an economical
approach may be to involve a subset of counties in the options development and description
process, to get a better feel for the range of acceptability.

The information on available options, prepared by ENVIRON, will summarize the alternatives
and list characteristics of each. For local options, hardware and software requirements will be
specified; CACs can then inventory their internal resources and determine what additional
components they will need. ENVIRON will assist the CACs in organizing their cost estimating
approach, but we will not prepare cost estimates for them.

ENVIRON has used web-based surveys to efficiently collect information from dispersed,
divergent groups, and it appears that a similar approach was used in an earlier phase of the
project. Building on that approach, ENVIRON will design and implement, with CACASA'’s input,
review, and approval, a county survey to followup after the option information has been
circulated and reviewed. The two main issues for each County to resolve are:

1. Which option will a CAC select for implementation, and

2. When will they be ready to transition to the new system?
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Left to their own devices and decision-making processes, many CACs will struggle with these
decisions. Internal competition for control, budget requests, and resistance to change can all
delay a commitment. Again, ENVIRON will defer to CACASA to guide the process to get
counties to the point where they will commit to an option and a schedule.

Web-based surveys are very easy to create,
deploy, and use. Pictured to the right are
selected questions from a survey that we
implemented internally to better gauge
spatial needs, awareness, and capabilities.
A good survey design will allow the users to
select answers, pick from a list, or pick a
range of values, rather than having to enter
a text or numerical response. Ranking,
binary selections, and “check all that apply”
produce the best results.

This example is Zoomerang, which is
inexpensive and has excellent survey results
analysis tools.

CAC Outreach

o 4

If you perform the work yourself, what kind of geospatial tools
do you use (select all that apply)?

| do not perform the work myseilf
CADD

GoogleEarth

ArcGIS

Digital photographs

Statistical software

Environmental Visualization Software

| am not too concerned about the specific toal, just the
results!

¢c eccececceccecee

Other, please specify

3

Please rate the importance you place on the decision to use
geospatial tools in your client project work

1 2 3
Very Impartant Important Not Important
Cost in labor hours required
L) 2) 3
Number of iterations required to complete the work
L 2J =y
Added value for our clients
=) 2 3J
Ability to interact with results on a secure web site
=) 2J) 3
Ability to link to data in a database "on the fly"
=) &

From existing CACASA resources, a key contact list will be developed to reach out to the CACs,
developing lines of communication with technical and management staff, and providing answers
to the variety of inquiries that will arise. A Content Management System (CMS) website or
portal is ideally suited to provide a two-way communication mechanism between CACs and the
PPUR team. ENVIRON will design, review, deploy, and manage the CMS tool. Components

could include:

1. Project Library, for easy access to earlier project documents, CDPR materials, and PPUR

materials

2. Project News — accomplishments and upcoming milestones
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3. Links — to other websites with relevant information
4. A contact mechanism to reach the project team and ask questions
5. Frequently Asked Questions — along with responses for all of the CACs to share

6. Tabulation of commitments — which counties have committed to which option, and their
requested implementation schedule

7. A data upload mechanism for CAC IT staff to provide snapshots of County data (this will
be the basis for future data exchange with counties for import or troubleshooting). All
data transfer is secure (counties cannot access each other’s data)

An email feature can be enabled so that a County will receive automatic email updates when an
item has changed or a new added to the site.

A variety of platforms are available to meet these needs. open source “Wiki” CMS, Microsoft
SharePoint, ENVIRON's E-SITE, or a custom application. We will review these options at the
outset of the project to see which format best meets the project’s needs.

The portal can also be the distribution mechanism for all of the training and overview materials
that will be produced during the PPUR development and implementation. CACs will always be
able to access the portal for a current version, and transmitting attachments via email (to 58
counties) will be avoided. A common, web-based file system is easy to learn, and all project
team members have simultaneous access to the same body of knowledge.

Here is an example of a SharePoint portal that ENVIRON staff use to exchange information on
spatial techniques.

4 spatial Solutions

Vector this!

Mew Gearelerencing alea  1T/008 :3% 2
from Danicle Bald

oy Josesh Glbert

Check the 15 wit for arusther greal method for
wpcatng imagery f earh pra.

awesome, farks 1o Jason Wels and Denele Baid for
e e gt

2309 105008 4

thacks to ol valved!
Denver wgdated Colorado  127/2009 10:07 44
WALH diata availatdity

B Josash Glbert

& short tme ago, 2005 HAIP data for e enire state
of coloncka wieh mcheved by the Derrees office.

B Jeseph Gilbert
Fhiate i pict o s ophiite e by yourger
dastc sedments.

funl
updated matinal kevel 112000 917 A
data

B Josech Glbert

Jasen wels emaled & bk b the EPA peodats site...1
ackimd Bt Ik 55 cur prrareent Hertnal Lol

spaital data inks.

Tharies Jason!

Deliverables for this and all other tasks have been listed, along with proposed milestone dates,
in Section 2.3 of this proposal, and to avoid confiict are not repeated here.
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2.8 System Installations and County Transitions

This task will be the longest in the project (with the exception of
Project Management) and will involve tight scheduling with all of the
counties to transfer and/or install their data on the new system. We
project a transition rate of two counties going on line per week over an
eight-month period from December 2010 to August 2011. Counties
using the CACASA hosting facility will be straightforward and less
costly; the CACs that will install the PPUR system locally will require
additional planning, coordination, and assistance. The Implementation/
Transition Plan developed in the previous task will set out the schedule based on commitments
(first-come, first-served) and local preferences. We will plan on assisting the locally-hosted
counties during the middle of the schedule, and will attempt to space them out to avoid
conflicts in resources.

Transition Steps

All of the County installations and migrations will follow the same basic steps when using the
CACAGSA facility:

1. ENVIRON will develop standard import scripts for migrating data from the existing PPUR
applications into the new database structure.

2. Counties will take a snapshot of their existing database (including GIS data) and upload
it to their secure location on the PPUR Project Portal.

3. ENVIRON will download the data and test it locally against the import script. Any
discrepancies will be communicated to the County and decisions made on necessary
adjustments.

4. Once necessary adjustments are in place, ENVIRON will load the data into a test version
of the application running on ENVIRON’s hosting platforms. The County Administrator
will be able to review the performance and functionality of the uploaded data.

5. Each County will designate a County Application Administrator, which the Global
Administrator will set up with permissions on the hosted application.

6. Once sufficient training has occurred locally and County users are set up, the County will
take another snapshot of their data and upload it to the portal.

7. With sufficient advance notice, ENVIRON will quickly load the data onto the production
portal, and again invite the County Application Administrator to perform an evaluation.

8. The new production system will then go live for the County.

Counties can do as much parallel testing as they wish to be sure that they understand how the
new system works and the staff have learned the differences between the new and old
systems. At this point in the process, there is really no need to prolong use of the legacy
systems, which can be retired. Counties may wish to maintain their old systems for reference,
particularly if there are data that were not migrated (historic data, or County-specific data that
was not accommodated in the new PPUR platform).
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Training

ENVIRON plans to implement three modes of training for the CAC implementations, using the
training materials developed earlier (and described in Section 2.6).

1. Regional PPUR Training Sessions — Once per month for the eight-month implementation

period, ENVIRON will host regional, all-day training sessions at different locations
around the State. Counties will be able to schedule training for their staff and
application administrators in advance of their implementation schedule, or be able to
travel a bit further to attend an earlier session.

County-specific Training — For counties implementing a locally-hosted solution, ENVIRON
will schedule a three day session at each County’s facilities to assist in application
installation, conduct overview and hands-on training with County staff, and train the
County Application Administrators on the use and maintenance of the system.

Monthly Webinars — ENVIRON will host a series of 2-hr webinars throughout the
implementation period for any staff and administrators that wish to login. Credentials
will be made available to access the program, which will review timely topics and
common issues as they develop.

Key Assumptions

The details of our cost estimates are included in the Cost Proposal volume, but are summarized

below:

As stated earlier, we expect the vast majority of the CACs to host their applications on
the CACASA server, which will minimize our cost (coordination labor, field labor, and
travel). For the eight counties we plan on assisting locally in the installation, we have
budgeted three days on-site for assistance in setting up the application, database, and
maps, as well as checking the links to other sites and assisting with user setup and
security. All of the Operating Systems, web server, and database must be installed
before we arrive; if the GIS Server installation is new, we will be on-site to assist with
that as well as the data transfer.

Travel will be at standard per diems. Decisions on air versus driving will be made based
on total cost of tickets, mileage, and labor.

Standard import routines will be developed for RMMS, AgGIS, and RMPP. Minor
differences in data structure between versions can be accommodated, but the file
structure and data format must be consistent. We will also plan on migrating up to
three “other” data formats, such as Access or Excel spreadsheets.

Software and hardware requirements are detailed in other sections of this proposal, and
in the cost volume. We have estimated costs only for the CACASA hosted facility. For
County-specific installations, their costs will be a function of existing resources and the
option that they select. For budgetary purposes, a County can use the CACASA
installation as a conservative guide, the logic being that they will likely not need the
performance or redundancy of the CACASA system, and may have some hardware and
software components available internally.

Deliverables for this and all other tasks have been listed, along with proposed milestone dates,
in Section 2.3 of this proposal, and to avoid confiict are not repeated here.
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2.9 System Maintenance and Technical Support — Planning and
Setup

ENVIRON has proposed a high-performance and high-availability web
hosting system to serve the majority of California Counties. Due to the
volume of NOI and PUR data that will flow through the system,
adequate monitoring and maintenance services must be planned to [
ensure that the application will be available to County staff and the
regulated community so that work processes do not back up. The
monitoring and servicing of such a web site is not a trivial task, and
specific expectations must be established up front to ensure that the
expenditure of funds for the maintenance of the application is in line
with reasonable performance and availability goals.

Furthermore, the application will be accessed by a diverse group of end users including highly
educated county agriculture staff, professional pesticide applicators, growers, and potentially a
number of other pesticide users. Technical support resources should be tailored for the
application users to ensure that the system delivers the benefits of the development effort to
both the Counties and the public.

ENVIRON will work with CACASA and the participating Counties to develop a System
Maintenance Procedures report that addresses the following:

e System uptime and accessibility expectations
e Disaster recovery restoration targets

e (Goals for response times to specific events including hardware problems, connectivity
problems, identified software bugs, user queries, and enhancement requests.

¢ Routine system monitoring

e Regular maintenance windows for Microsoft updates and/or firmware maintenance
e Planned hardware replacement schedule

¢ Emergency maintenance events and notification procedures

In addition to the maintenance aspect of the system, there will also be concrete expectations
with respect to the provision of technical support both to County users and the regulated
community. ENVIRON will prepare a draft Technical Support Delivery report that describes:

e Online technical support resources available at the PPUR web site
e Technical support contact methods and expectations for response times
e Procedures for updating the online documentation (particularly the FAQ section)

ENVIRON will review the requirements specified in these documents with CACASA and the
participating counties and explain any cost ramifications of the desired maintenance and/or
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technical support goals. Comments on both documents will be addressed and the final System
Maintenance Procedures and Technical Support Delivery documents will be implemented during
the Ongoing System Maintenance and Support task.

In the event that specific monitoring devices are required to satisfy the final System
Maintenance Procedures document, these devices will be procured and installed as part of this
task. No such devices have been included in our base proposal, although we have presented
an alternative costing approach that does include active monitoring devices.

It is important to note that in recognition of the importance of performance and availability of
the application to the adoption of the system by all 58 counties, ENVIRON is proposing a highly
professional, top-tier hosting provider for the application that has a strong reputation for
excellent monitoring and hardware repair/replacement support. While this approach costs more
than a “home-grown” solution, we consider the additional cost to be a worthwhile investment in
the success of the solution.

Deliverables for this and all other tasks have been listed, along with proposed milestone dates,
in Section 2.3 of this proposal, and to avoid confiict are not repeated here.
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2.10 Ongoing System Maintenance and Technical Support

For the duration of the maintenance contract, ENVIRON will
monitor and maintain the various installations of the CACASA PPUR
system (assumed to be one central hosting facility operated by
CACASA and eight individual county installations). For the central
CACASA hosted site, ENVIRON will provide:

e Active system monitoring and oversight of equipment
replacement by the hosting vendor (or direct installation of
replacement equipment if a non-managed hosting solution is
selected)

e Installation of all required and recommended Microsoft security updates

o Installation of any required code updates of patches for the PPUR application, either for
bug fixes or as a result of changes required by Microsoft updates

e Periodic monitoring and reporting of system resource and bandwidth use
e Periodic performance monitoring and testing
¢ Monitoring and management of all system backups, including offsite data backups

For individual county installations, ENVIRON will provide technical support to internal country IT
resources in performing the above maintenance and monitoring activities. In addition,
ENVIRON will provide support with the installation of any PPUR application updates.

ENVIRON will also provide any additional services required by the final System Maintenance
Procedures report. Additional costs may be incurred for services not in the scope of this
proposal.

In addition to the monitoring and maintenance tasks described above, ENVIRON will provide
technical support services to all system users (CACASA users, County users, and public users).
Technical support options will include, at a minimum, email technical support for all public web
site users with a maximum 24-hour time to initial response. For CACASA and County users, we
will also offer local technical support (Bay Area) via telephone during normal business hours
with a maximum 4-hour time to initial response.

All support issues will be logged in the Gemini issue tracking system, including the date and
time of the request, the nature of the request, identity of the requestor (if provided), date and
time of initial response, and date, time, and nature of final resolution. ENVIRON will provide
monthly technical support summaries to CACASA.

ENVIRON also proposes to develop and send out a user satisfaction questionnaire to a
percentage of registered system users every six months. The questionnaire will be short and
will focus on soliciting feedback on system performance, ease of use, suggestions for
improvement, and suggestions for user support options. ENVIRON will review the questionnaire
with CACASA prior to distribution, and will provide a summary report of the responses after the
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survey is over. Any action items that are established from the survey results will be
implemented either as service improvements or as proposed system enhancements.

To support the long-term acceptance and success of the CACASA PPUR system, ENVIRON will
also assist in establishing a Technical Users Group comprised of various system users,
contributors, and subject matter experts. Operation of the Users Group is not within the scope
of this proposal, but ENVIRON recommends establishing a portal web site including discussion
forums and a Wiki for users to share questions and answers, and a mailing list for
announcements and notifications. ENVIRON will participate in the Users Group, providing
technical answers and offering presentations at group meetings on the operation and coding
aspects of the system.

If desired, ENVIRON can host regular group sessions both via web meetings and potentially as
a supplement to the Golden State Computer Users Group annual meetings. We would
recommend periodically including a representative from CDPR to discuss any upcoming State
regulatory changes that might affect the PPUR system, allowing the group time to plan for such
changes in advance. In addition, ENVIRON can host the portal site for the group using a
common portal system such as Joomla.

As recommendations arise from the user surveys, technical support summary reports, and user
group meetings, ENVIRON will prepare technical scopes of work and cost estimates for CACASA
to consider for implementation of system upgrades and enhancements. These items will be
prepared on an as-requested basis — no enhancement work will be undertaken without written
authorization from CACASA.

Monthly summary reports will be submitted to CACASA detailing the maintenance and support
activities performed during the period, the Gemini technical support log for the month, the
results of any surveys completed within the prior month, and the status of the maintenance
budget. Any specific problems encountered, resolved, or averted will also be described in the
monthly reports, along with any recommended changes to the maintenance and support
procedures, and a description of any known upcoming issues (e.g., scheduled maintenance
events, upcoming Microsoft security patches, or other software or hardware upgrades that
might affect the PPUR system and thus require advanced planning).

Deliverables for this and all other tasks have been listed, along with proposed milestone dates,
in Section 2.3 of this proposal, and to avoid confiict are not repeated here.
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2.11 Project Management

Project Management Processes

Project Management has as its universal goals the implementation of a
quality result, on time and within budget. Information Management
projects are some of the most difficult to successfully implement,
meaning that all three of these objectives are met. Several factors
contribute to these difficulties, but ENVIRON has found these to be
the most important, and therefore the ones that are most important to
understand and control:

¢ Competing demands for the same people
Short deadlines as the result of unanticipated events

e Failure to recognize an increase in the number and complexity of requirements over
those that were agreed-upon early in the project

¢ Technology advances during the course of the project, that will cost more to
accommodate

The best ways to address these factors are to implement some of the basic tools and principles
available via quality management programs — the ones that will have the most success on
project performance:

1. At the outset of each task or significant component, hold a team meeting to plan out the
activities,

2. Establish clear written instructions for the task(s) at hand to each team member, with
schedule and time expectations,

3. Review, testing, and evaluation of work products prior to release for further review, and

4. Frequent solicitation of input from the project sponsors to detect inadequacies in the
approach or discover additional factors for success.

ENVIRON uses a few simple tools to keep us on track as we implement our client’s projects.

o Weekly budget and schedule evaluations, using ENVIRON official project summaries
supplemented by local office tabulations of budget expended in comparison to a
predicted “burndown” rate.

o Use of the ENVIRON E-SITE project portal (or similar collaboration website), available to
all project team members (clients, too!) regardless of organization. E-SITE contains all
project documents, a tabulation of assigned “Action Items,” and links to external
resources on the web. An example Project home page for a software development
project looks like this:
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b——PROJECT.COLLABORATION

Message - Admin - Welcome, amacgregor - application_administrator - Change Password - Logout

WHAT'S IN YOUR PROJECT?

Zed Santa Clara AEM Daily v

My Home

Documents

(C]Initiation Meeting (1)
{C]AEM Databases (34)
[CJProject Plans (3)

(=5 Weights Inspections (3)

L [CWMS Package Inspection Detaiks (1)
.. 03 Package Inspection Report Forms (2)
CJAGNenReports (5)
L The Daily Backups (10)
[CIGIS for SCC (0)
(C1AG IMPORT (1)
{(Batch Certificates (5)

(-2 3. Project Execution (174)
{CConception (28)
El =5 Plans (8)

E} {3 Project Management Plan (1)
~[]0raft (0)
(=43 Quality Plan (3)

Project Name: | Santa Clara AEM Daily

Description: | Ag & Env Management Application
Client: | Santa Clara County

Site: | San Jose

Project Type: | Info Management
Project Status: | Active
Project Number: | 0616496
Edit Project Roles
Project Action Ttems: [ show All Add New Action Ttem
Name ___[Description _______JAssigned To_________JoueDate _____[Status __[Completion Date | |

Folder permissions are granted as a function of organization (ENVIRON, Client) and role
(Manager, Staff)

Issues Gantt My Work Reports

Reliance on our Gemini issue tracking software that provides a formal tabulation of
assigned activities as well as situations that are identified during application review and
testing, and after an application has gone into production. An example Issue screen
looks like this; following implementation ENVIRON will set up a form using Gemini to
track “bugs,” Issues, or other problems with the PPUR system. A permanent record is
kept of all Issues and their resolution.

Issues 1-30 out of 77 :Pageof 3)

A d Ver.

Issue Type Priority Sewerity C
scc1129 @ | © AG
SCC-1130  my B @ A WM
5CC1103 @ &) A WM
5CC-1104 g ) 4~ Genersl
SCcC-1123 | B Q) -~ WM
SCC1115 my =] W
SCCE05 L] AG
SCC-1114  my =] General

Quality Assurance

Number Summary

21141 Reception Role editing Ag inspections
Enter Wi Device Inspection Data

Mext Inspection Date from Planner

BPDT Mext Inspection Date not correctly updated
Device vs. Service Agent NOVs and Complaints

AG Districts Business Search
Ag Investigations and Pesticide llinesses

Timesheet Division field

Our internal quality plan includes the following components:

Change Control

Requirements Validation
Product Verification
Software Standards

Assigned To
Jehn
Haasbesk

Jehn
Haasbesk

Jehn
Haasbesk

Jehn
Haasbesk

Al MacGrago
Jehn
Haasbesk
Jehn
Haasbeek

Jehn
Haasbesk

Excel Print Friendly Print Friendly (Fully 5

Status

-

@ Assigned
-

@ Assigned
-

@9 |n Progress
-

@9 |n Progress
-

@ Assigned
-

@ Assigned
-

@ Assigned

a
& Assigned

Resolution peyised ¥ Actions

Unresclved 10/7/2008 [ 3(E)%
Unresclved 10/7/2008  [AEX
Box
Box
Pex
Box
Box
Box

Unresclved 2/29/2009
Unresclved 2/29/2009
Defemed  2/28/2009
Unresclved 2/17/2008

Unresclved 2/17/2008

Unresclved 2/17/2008
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V.
Vi.
Vii.
Viii.
iX.
X.
Xi.
Xii.

User Interface Standards
Documentation

Development Tools and Techniques
Configuration Management
Reviews and Audits

Training

Bug Reporting and Tracking
Process Improvement

As with any quality document, ENVIRON periodically reviews and updates its contents to
incorporate new requirements, approaches, and experience.

Risk and Change Management

As presented earlier as a component of our Project Work Plan, Risk Management includes:

Identification of most significant software development project risks, such as*:
0 Personnel Shortfalls

Unrealistic Schedules and Budgets

Developing the Wrong Software Functions

Developing the Wrong User Interface

Gold Plating

Continuing Stream of Requirements Changes

Shortfalls in Externally Performed Tasks

Shortfalls in Externally Furnished Components

Real-time Performance Shortfalls

Straining Computer Science Capabilities

Risk Assessment

Risk Control

O O0OO0OO0OOOO0OOoODOo

* per Boehm, B.W. (1991). “Software risk management: Principles and Practices.” IEEE
Software, 8(1) (January): 32-41.

Project Team Coordination and Progress Review

Availability for review: The project schedule has been created with the requirement that
key CACASA staff and their representatives will be available to review submittals on an
as-needed basis. The length of time allowed for the review is called out on the Project
Schedule, but generally varies from one to three weeks as a function of the complexity
and urgency of the deliverable.

Authority for approval and acceptance: CACASA staff must be capable and authorized to
review and approve submitted project documentation.

Conflict Resolution: the CACASA project manager must be in a position to resolve
internal conflicts over scope and functionality questions.

Technical resources for installation, configuration, testing: This Work Plan sets out the
necessary resources to implement the planned PPUR system in a secure hosted
production environment, as well as in individual CAC locations.
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o CACASA must be able to provide a reasonable degree of coordination with the California
counties and take the lead on developing a consensus for the variety of hosting options,
as well as involving key counties in early application testing and review.

Monthly Progress Reporting

ENVIRON is committed to providing regular monthly reports in an establish format to review
progress, identify problems and barriers, and keep the project on schedule and within budget.
We will provide this report early in the month (we have shown the 10" on the schedule in
Section 2.2) so it can serve as a reminder of upcoming deliverables, required CACASA review
resources, and projected milestones.
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Attachments

Confidential Business Information

Annual Company Brochure
Project Schedule

Affidavits
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